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Android Based Mobile Applic‘dtion
Development and its Secuﬁty

Prof. Miss. Bhakti Narendra Raut
Dept. of IT and CS. N. B. Mehta Science and Commerce College, Bor;

Abstract

In the advancing world of technology, Mobile applications are a rapidly g
segment of the global mobile market. Mobile applications are evolving at a Meteor
give users a rich and fast user experience. In this paper, Android mobile platform ;

mobile application development, layered approach and the details of security informaj
Android is discussed.

Google released Android which is an

open-source mobile phone o
system with Linux-based platform.

[t consists of the operating system, middleware. ax
interface and application software. Certainly,

Android is about to become the most®
used OS on mobile pt

ones, but with Android comes a security vulnerability that fev
take into account. On Android Market, where you can download thousands of applt

o . - . . c\‘
for Android, anyone can upload their programs without having to submit them to
security checks. This makes Android a prime target

R X . av\(
for computer criminals. In this? r!
fconce = , : I e can
discuss a layered approach for android application development where we ¢
application which downloads data f

. Q
¥ . s aation
rom the server. Also an Android APP““lllo
(AASandbox) which is able to p

Ps ) . Jysis O Al
erform both static and dynamic analyst
programs to automatically detect suspicious applic

Keywords:
AASandbox

ations is also discussed. |
ot s . . cred ¢
Android, application framework, android runtime, laye"

I. Introduction

» . . ][lA\
Android is a new. ne . he LI
' ating system that runs on ! g it

Xl-gen mobile oper
Android Mobile Application Developme

— . codes:
Nt s based on Java language ¢©
developers to write codes in the J

’
ava language. The

. CL
» ]Obl

se codes can control I

an important pl

I

Al

Google-enabled Jayy libraries, . mObllL it

atform to develop S
Y|l

) e
gle Android SDK. Android moP ‘\cl“l
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e of Android Java Libraries but it is also possible t
0 use normal J
Java [DEs.

. bile Development India have experti
rtise in de '
veloping

d on Androi

Development can be us
obile Development 1ndia has worked extensively on proj
rotects tangi

p .l('CtS ranging from

rganizers: media pl

.IEIV Liblal'. 8 '

ed to create i '
innovative and dynamic third
party

'1/ g i * O 1
ayers. picture editors to go-cart devices and
ces and more

S officially announced and the SDK t
S tools were available i
in October

one mobile phone that runs the Android OS, the G1 fi
" . . 5 rom T-
roid website (Andrord 2008) the platform is based into

platform wa

ly there is only
o the official And

hown in the Fig

The

2008. Current
e. According t
¢ features S S

Mobil
l:

the four €or

Open source : Apps are Equot :

Easy Application . No boundaries to
Development Application

Fi - . .
ig. 1 Four core featurcs of the android platform

A. oo
Application Fundamentals
anguage. However, 1t is

a programming |
ava Virtual Machine

Androi ;

l .

d applications are written in Jav
ed using
lled Dalvik whic
s must be co!

he standard J
h is responsible tor

werted (this IS

ction set

important t
0
remember that they are not execut

(JVM} I

. Instead

converting a d, Gooele has,crea[ed a custom VM ca
s and exec . ¢

uting Java byte code. All custom Java classe

into a Dalvik

Dalvik yM takes the

I,?xecutable (.dex) files. [t reuses

ng the space re

compatible instru

done
automati
cally but
can ¢
n also be done manually)
oenerated
=]

befor
re bej
ng exe
cuted |
| into an Android OpCl"ltiH“ system
4 |
g ) ]

.la\r
a C]'dSS i
lles a
nd co :
mbines
bines them into one or more Dalvik
e \

ffectively reduci quirement

dupl;
1cate inpf;
nformation fron
1 mult

(uncompy i
Mpressed) by iple class files. ¢

half fy
rom a traditi
a traditional .jar fi .
tional .jar file. Dalvik was created to support the naturc of

Fa——
RT- T —
1571




lightweight mobile operatiy

compared to conventional desktops or |
B. Android Platform overy

Android s g software

middleware and Key applica
begin developing applic
language.

memory m

architecture.

C. Devcloping And

accessible o g

application Can sh
secure
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applicationg. When
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e
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Fig. 2 Archite
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id Applications

oid [1]

> | I i A
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| s
among ope another gpq Access shared resources on (he
written ip Jgy, ; I
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atform, A,
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. Jocation informati :
¢ locat ation, run background servi
h I‘\v ”
- and much, much more. ces. set alarms. add
access 10 the
same [ramework APIs used b
ed by the
core

The a
C'l 'll llltle ¢ ¢ “
IIS pe ) S and any othet apphcallon may then mak
make use of

.o security ints enforc
o aints enforced by the framework). Thi
. This same

constre
.placed by the user.

and systems, including:
build an application. including

nt Providers that

et of services
et of Views that can be used to
d even an embeddable web browser Conte
her appllcatlons (such as Contacts), or to shar
s to non-code resources such as localized
at enables all ap

¢ manages the lifec

e their

ications to

oef. p10v1d1no acces
Nollﬁcatlon Man
jyity Manager tha

ager th plications
ycle of

g bar An Actl

strillgS- c
1 the statu
joation backstack

om alerts i
provides ac

OI’I’lHlOIl navlg

plowdes most of the functionality
uage. Every Android application
al machine- Dalvik has been

es files I

alvik VM execut
The

E. Android R e
+ ore librarics that
Jable in the core libraries of t ooxammmo lang
with its own instance of the Dalvik virtd

Ms officiently- The Da
mory footprint.

5 own process:
a device can rutl multiple V
¢ which 1 opt for minim
yuage compiler that have b

“the Java proz

ava

runs in it

written so that

imized al men
e

the Dalvik Executable (.dex) forma
VM is regisler-based. and runs classes compiled by a Javd Janguag
wransformed into the dex format by the included ndx" tool The palvik yM relies Of the
B kel for underlying funcuonalny such as . (hreading anc low—level memory
management.
[IL. La
yored Approach For Application evelopme” nt )
o . ¢ dcvelopment. 1
canb this paper We suggest layered app]oagl for android 2P pllﬂl
e used f
for web based application develo;)mcm,
. 15571/
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Fig. 3 Layered architecture

Figure 3 shows the layered approach for the android applicatiop developm@_—;
lowest level is HTTP layer which is responsible for sending HTTP get and post
the server and receiving the response. Next layer is API layer.

This is for parsing th -
from the server and formulating th

€ query and passing it to the HTTP layer. The !

gets the response string from the HTTP layer and parses the string. It also helpsine:

the necessary fields and passes it to the data layer. The Generic Data layer oo

components that include designing business layers and
caching. exceptiona] Management, |
layer w

implementing functiond

X 1 d\
ogging and validation. Next is platform et
hich takes the daty from the AP] |

: in the
ayer and use it. It stores the data in
dependent way.

Some classes [ike Ad

S Jata depend”
apter, Listview ete store the data depe
orm. Last one the U] layer,

TS
, . . . cor and mak
platf This helps in showing the data to the user il
interactionc T 1. - process &
"ieractions. It has qyq COmponents yser interface components and user proce

i
User interfacn .. . . » appl®
ST Interface components provide 4 way for users to interact with the af

pon‘
7€ and org

buttons, layouts etc,
cation mo (el

rocess ¢ < . oy is 109
process Components synchron; anize user interactions. Ul layer 1®
VIEws in android, [¢ has Views

b
A. The appli

i
PL)I“”

o  of com
> Al application s g package ol Ll

A : by othe!
. | run ag necessary (possibly even )
Ponents 4pe of the I"ollowingl Des; !
e Ypes: ach Wil
ity COmponep g form (e b \

aQt o N . ~ . Q1€ ]] /s A'l’dl

1 WIS o the user interface: usually " pachké

¢ 0MeE A - in the
by SOme acllvlty_ Service components run mn
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active even il windows
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jemain
SW“C'K‘(I g
. crvic(.x

communied e
8 18, ,
ges from other applications Receiyg, « an
S. )mp()ncm ;
D()nQnm -

tion with other applic;
(8

) ‘
I rovider

messd
tion. usually in a database. Such ¢
LS (

ala cq
n bc Y
Shar
, ed
Wlllg q .
pplice
ave several components, T plice
D Cr

JPPH\.‘&]
Consider. ¢.g.. an onling . , _

ine photo vie Arogg any |
; 0 1he
l(l()n f'()r i le
q

jcation may h
Clivitjeg fo

;lPPl

Iwhollc in th
d. There may be receivers for pausin
g

e form of grid or list. Tl
- Ihere may b
C Ia
50N the

Wn]o, .
ddln .
g 4 ph(”_() n rl
N the

aapp|iens:
application When

mckgmlll]
the application when the call eng
nds.

d Ca” ¥ €
. .
0 S Ll (l to

. . T ;
functionality of the device like incom e applicg
ming call, . affect 1pe

.y ther L
Finally, there may be a provider for stori ¢ sms. b,
g the photos d atery fow

and its dety;
ails on th
the

restarting
high priority
indication etc.

phone.
B. Component
The Android SDK has a base class for each type of co
mponent (Activity, §
ty. Service,

nts

classes and methods

the lite

Receiver. all
mponent. Each component has a life cycle. Each
’ component of
an

f the associated cor

cvele 0
d by extending onc of the base classes, and overriding the meth
’ g the methods 1n th
s in that

application is define

class. In particular

The Activity class ha
or returns to the activity.
hat are run when the service is started. or some

s methods that are run when activity is created. or activity call
J . } calls

some other activity.

The Service class has methods t

component binds to this service or even combination of both.

The Receiver class has a metl

The Provid
he Provider class has methods to delete, query and upd

1od that is run when a message is sent to this receiver.

ate the data stored by this provider.

C. Component classes and methods
Tt 1009 [
he Google Android mobile phone platform

Smartphone '

oper s

perating systems. Smart phones can be used in pl
nany more

is one of the most anticipated

ace of C omputers/Laptops:
opportunilies for

AS mobi
S mobile devi
vices attain | '
novel applicagi attain increasing capabilities, there are 1
-ations deve |
clopment. Recent development of mobile application development has
anew componcnt-buscd

rcachcd .
ahigh d
¢mand av’
on today’s cellular market. Android defines

frame

amewqk for de

| iced of
apPl'Ca[ RS

dlt[ VCI()pI'n ) ' |

C') | | i : g v

T numbeyg g mobile applications, where each o is Comp
basis of the user

interf,
dee:
L' s are the

and types of
hes of co . .
mponents. Activity component

each
ach sereep o *
componcms

sented . . Service
o the user is a different Activity [6]. Service

—
ART = ul’/
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